
1426 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 36, NO. 7, JULY 2018

Secure NOMA Based Two-Way Relay Networks
Using Artificial Noise and Full Duplex

Beixiong Zheng, Miaowen Wen, Senior Member, IEEE, Cheng-Xiang Wang, Fellow, IEEE,
Xiaodong Wang, Fellow, IEEE, Fangjiong Chen, Member, IEEE,

Jie Tang, Senior Member, IEEE, and Fei Ji, Member, IEEE

Abstract— In this paper, we develop a non-orthogonal multiple
access (NOMA)-based two-way relay network with secrecy con-
siderations, in which two users wish to exchange their NOMA
signals via a trusted relay in the presence of single and multiple
eavesdroppers. To ensure secure communications, the relay not
only forwards confidential information to the legitimate users but
also keeps emitting jamming signals all the time to degrade the
performance of any potential eavesdropper. Moreover, we equip
the relay and each user with the full-duplex technique in the
multiple-access phase to combat the eavesdropping and improve
the data transmission efficiency, respectively. We propose dif-
ferent decoding schemes based on the successive interference
cancellation for the legitimate users, relay, and eavesdroppers.
Closed-form expressions for the achievable ergodic secrecy rates
of all data symbols under both single- and multiple-eavesdropper
cases are derived, validated by the excellent fitting to the
computer simulation results for our proposed network.

Index Terms— Physical layer security, non-orthogonal multiple
access (NOMA), two-way relay networks, full-duplex, artificial
noise.

I. INTRODUCTION

DUE to the continuous growth of mobile devices and
rapid development of Internet of things (IoT), the fifth

generation (5G) wireless communication networks impose
an explosive demand on low latency and massive connec-
tivity over limited radio resources. Non-orthogonal multiple
access (NOMA), which has shown the potential to improve
spectral efficiency, balance user fairness, enlarge connections,
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and reduce access latency, has been envisioned as a promising
technology for 5G networks [1]–[3]. In contrast to the con-
ventional orthogonal multiple access (OMA), NOMA simul-
taneously serves a multitude of users with the same radio
resource via superposition coding, where different users are
distinguished with different power levels and the successive
interference cancellation (SIC) is applied to cancel the multi-
user interference.

Owing to various advantages it promises, NOMA has
received considerable interest in both industry and academia.
The system-level performance of both uplink and downlink
NOMA was studied in [4]–[6], showing better performance
than conventional OMA. In [7], the performance of NOMA
was studied in a cellular scenario with randomly roaming
users. Under the statistical and instantaneous channel state
information (CSI), the power allocation problem for NOMA to
achieve the max-min fairness among users was solved in [8].
In addition, the combination of NOMA transmission with
other techniques, e.g., multiple-input multiple-output (MIMO)
[9]–[11], cognitive radio [12]–[14], and cooperative relay-
ing [15]–[18], has also been investigated.

The support of massive connectivity makes the mobile
user easy to access, which unfortunately also makes it easy
to be wiretapped by eavesdroppers due to the broadcast
nature of wireless medium. Moreover, with ever-increasing
amount of sensitive data, security issues of wireless com-
munications become more and more prominent and emer-
gent. To ensure transmission security, the concept of physical
layer (PHY) security, which was initially introduced by Wyner
from the information-theoretical perspective [19], has attracted
increasing attention in various wireless communication sce-
narios [20]–[38]. Particularly, multi-antenna techniques have
extensively been studied as an efficient way to achieve security
enhancements. When the eavesdropper’s CSI is available at
the transmitter, the secrecy capacities were investigated and
analyzed under various antenna configurations and channel
conditions [23]–[27]. However, in practical systems, a eaves-
dropper usually works in a passive way and its instantaneous
CSI is unavailable to the transmitter, especially under fading
channels. When the potential eavesdropper may have better
channel condition and its CSI is completely unknown, one of
the effective solutions called artificial noise scheme in [28] can
be applied for secure transmissions, in which the information-
bearing signals and the artificial noises were simultaneously
transmitted to deteriorate the received signal of the potential
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eavesdroppers without impairing the legitimate users. After
that, the design and analysis of artificial-noise-aided transmis-
sions were studied in various wiretap channels, e.g., MIMO
channels [29]–[32], cooperative relay channels [33]–[35], and
two-way relay channels [36]–[38].

Although NOMA shows to achieve higher spectral effi-
ciency and better user fairness than conventional OMA,
the technology itself does not prevent from the information
leakage and is also vulnerable to the eavesdropping. There-
fore, the design of secrecy transmission for NOMA protocol
is an important research topic. Unfortunately, to the best
of our knowledge, the secrecy issue of NOMA has rarely
been reported in the literature, except for the very recent
studies [39]–[45]. The secrecy performance of NOMA in
large-scale networks was analyzed in [39] and [40], where
randomly deployed users and eavesdroppers were assumed.
In [41], the secure problem of preventing multicast receivers
from intercepting unicasting messages was investigated. The
optimization problem with different designable parameters was
solved in [42] under the secrecy considerations for NOMA
systems. The optimization problem in terms of the secrecy
sum rate was solved for the single-input single-output (SISO),
multi-input single-output (MISO), and MIMO NOMA systems
in [43], [44], and [45], respectively.

In this paper, we focus on the NOMA-based two-way
relaying communication scenario with one pair of user nodes,
one relay node, and multiple passive eavesdroppers. Two user
nodes wish to exchange information via the trusted relay node
in two phases: the multiple-access phase and broadcast phase.
It is worth pointing out that without any protection, such relay-
aided transmissions can be more vulnerable to eavesdrop-
ping because the confidential information is broadcast twice,
i.e., by the users and relay. To increase the system throughput
and reduce the information leakage, we propose a secure
NOMA-based two-way relay network, in which the relay
not only protects the network from eavesdropping but also
improves the spectral efficiency by creating the heterogeneous
channel condition for the NOMA users. The main contribu-
tions of this work are summarized as follows.

• In the proposed secure NOMA-based two-way relay
network, we equip the relay and each user with the full-
duplex technique in the multiple-access phase to combat
the eavesdropping and improve the data transmission effi-
ciency, respectively. Specifically, without requiring any
extra bandwidth resource, two legitimate users receive
the NOMA signals from each other under the protection
of the full-duplex relay to ensure secure information
exchange.

• We design different decoding schemes based on the
SIC for the legitimate users, relay, and eavesdroppers,
which exploit channel gain differences to achieve better
decoding performance with NOMA proposal. Moreover,
to consider a harsh secure scenario, we provide the
eavesdroppers with a sophisticated strategy by jointly
processing the signals received in the two phase to better
wiretap the information.

• We analyze the performance of the secure
NOMA-based two-way relay network in terms of

Fig. 1. An illustration of the secrecy NOMA-based TWR network.

instantaneous and ergodic secrecy rates for each
data symbol. Under the assumption of independent
Rayleigh fading channels, we first derive the closed-form
expressions on the ergodic secrecy rates for the single-
eavesdropper case. By extending the single-eavesdropper
case to the multiple-eavesdropper case, we further derive
the closed-form expressions on the ergodic secrecy rates
under both non-colluding and colluding eavesdroppers.
These closed-form expressions are in perfect agreement
with simulation results.

The remainder of this paper is organized as follows.
Section II describes the proposed secure NOMA-based two-
way relay network and the decoding strategies. In Section III,
we conduct the performance analysis of the network under the
single-eavesdropper case. The secure performance of the net-
work under multiple eavesdroppers is analyzed in Section IV.
Section V presents numerical results. Finally, conclusions are
drawn in Section VI.

II. NETWORK MODEL AND DECODING SCHEME

A. Network Model

Let us consider a wireless network as shown in Fig. 1,
in which one pair of user nodes (denoted by A and B) wish to
exchange information via a relay node (denoted by R), under
the existence of eavesdroppers (denoted by E). The relay is
equipped with NR antennas while all the other nodes only have
one antenna each due to the size limitation. The eavesdroppers
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are assumed to be passive all the time and attempt to intercept
the information exchanged between the two legitimate users.
We assume all the links are available and all the channels are
flat fading and quasi-static. Without loss of generality, we first
consider the case with only one eavesdropper in this section.
The more general case with multiple eavesdroppers using
different cooperative strategies to wiretap the information will
be discussed and analyzed later in the following sections.
As shown in Fig. 1, the channel gains of A → B, B → A,
A → E, and B → E are denoted by hAB , hBA, hAE ,
and hBE , respectively. With multiple antennas equipped at
the relay, the channel gains of A → R, B → R, R → A,
R → B, and R → E are denoted by hAR, hBR, hT

RA,
hT

RB , and hT
RE , respectively. Moreover, it is assumed that

the eavesdropper has full access to the global CSI; however,
the legitimate users and relay only know that the CSI is not
related to the eavesdroppers. The bidirectional communication
consists of a multiple-access phase and a broadcast phase, in
which the eavesdropper can overhear the signals from both
phases.

1) Multiple-Access Phase: In the first phase, two legitimate
users transmit their signals simultaneously to each other and
the relay node while the eavesdropper receives the signals
silently. For the implementation of NOMA, User A splits itself
into two sub-users, say A1 and A2, with the power ratios α and
1−α respectively, and so does User B. Then each legitimate
user transmits the signals of two sub-users by adopting the
superposition code, which are given in the form of

xA =
√

αPAsA1 +
√

(1 − α) PAsA2 (1)

xB =
√

αPBsB1 +
√

(1 − α) PBsB2 (2)

for Users A and B, respectively, where sδ denotes the
independent data symbol of Sub-user δ with E

[|sδ|2
]

= 1
for δ ∈ {A1, A2, B1, B2}, and PA and PB stand for the
transmit powers of Users A and B, respectively. According
to the NOMA principle, sA1 and sB1 are allocated with more
power and we have

√
α >

√
1 − α, i.e., 0.5 < α < 1.

By applying (1) and (2) at user nodes, we provide receivers
with the freedom to decide which fraction of the interference to
decode along with the desired signal and improve the spectral
efficiency by exploiting channel gain differences between
sub-users.

To protect the information in the first phase, we assume the
relay operates in the full-duplex mode to receive signals from
the legitimate users while radiating jamming signals simulta-
neously to degrade the quality of the potential eavesdroppers
by using the artificial noise scheme. The key idea of generating
artificial noises for secure communications is to confuse the
potential eavesdroppers without interfering the legitimate users
by exploiting the null space of the legitimate channels. Let the
singular value decomposition [46] of HRU = [hRA hRB]T ∈
C

2×NR be expressed as

HRU = U
[
Λ 02×(NR−2)

]
[WU WE]H (3)

where hRA ∼ Nc(0NR×1, βRAINR) and hRB ∼
Nc(0NR×1, βRBINR) denote the channel vectors from the
relay to the legitimate users, W = [WU WE ] forms an

orthonormal basis of C
NR×NR with WU ∈ C

NR×2 and
WE ∈ C

NR×(NR−2) standing for the range space and null
space of HRU , respectively, and Λ is a diagonal matrix whose
diagonal entries are two singular values. Using the artificial
noise scheme, the jamming signal vector radiated at the relay
in the first phase is designed in the form of

x(1)
R = WE

√
PR

NR − 2
v(1) (4)

where v(1) ∼ Nc(0(NR−2)×1, INR−2) is the artificial noise
vector and PR denotes the transmit power of the relay that is
equally allocated to the NR − 2 entries of v(1).

After suppressing the self-interference, the signal received
at the relay node in the first phase can be written as

yR = hARxA + hBRxB + H̃RRx(1)
R + nR

= HUR

[
xA

xB

]
+ ñR (5)

where HUR = [hAR hBR] ∈ C
NR×2 represents the channel

matrix from the legitimate users to the relay with hAR ∼
Nc(0NR×1, βARINR) and hBR ∼ Nc(0NR×1, βBRINR),
nR ∼ Nc(0NR×1, σ

2
RINR) is an additive white Gaussian

noise (AWGN) vector, H̃RR denotes the residual self-
interference channel due to the imperfect interference miti-
gation at the relay node whose entries are independent and
identically distributed (i.i.d.) zero-mean complex Gaussian
variables with variance βRR, ñR = H̃RRx(1)

R + nR stands
for the residual-interference-plus-noise vector, which is mod-
eled by a zero-mean complex Gaussian random vector,
i.e., ñR ∼ Nc(0NR×1,

(
PRβRR + σ2

R

)
INR). After receiving

the signals from the users as in (5), the relay first applies the
zero-forcing (ZF) equalization to decompose the data streams
from the two users, which can be expressed as

zR = CZFyR =
[

xA

xB

]
+ CZFñR

=
[√

αPAsA1 +
√

(1 − α) PAsA2√
αPBsB1 +

√
(1 − α) PBsB2

]
+
[

n̄A

n̄B

]
(6)

where CZF =
(
HH

URHUR

)−1
HH

UR denotes the equalization
matrix, and n̄A and n̄B are the equalized noises correspond-
ing to the data streams from Users A and B, respectively.
In particular, the variances of n̄A and n̄B are given by

σ̄2
A =

(
PRβRR + σ2

R

) [(
HH

URHUR

)−1
]

1,1
(7)

σ̄2
B =

(
PRβRR + σ2

R

) [(
HH

URHUR

)−1
]

2,2
(8)

where [·]i,i denotes the i-th diagonal element of the square
matrix. By denoting

ρA =
1

βAR

[(
HH

URHUR

)−1
]

1,1

,

ρB =
1

βBR

[(
HH

URHUR

)−1
]

2,2

we have σ̄2
A =

(
PRβRR + σ2

R

)
/ (βARρA) and σ̄2

B =(
PRβRR + σ2

R

)
/ (βBRρB), where ρδ ∼ χ2

2(NR−1) with the
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complementary cumulative density function (CCDF) [47], [48]
as

F̄ρδ
(x) = exp (−x)

NR−2∑

k=0

xk

k!
, x ≥ 0 (9)

for δ ∈ {A, B}.
Thanks to the recent advances in full-duplex mobile

device [49]–[51], we also equip two legitimate user nodes
with the full-duplex mode during the first phase so that they
can receive the NOMA signals from each other to improve
the network performance. As the artificial noise vector v(1)

is projected into the null space of HRU in (4), the signals
received at the legitimate user nodes A and B are respectively
given by

y
(1)
A = hBAxB + h̃AAxA + n

(1)
A

= hBA

(√
αPBsB1 +

√
(1 − α) PBsB2

)
+ ñ

(1)
A (10)

y
(1)
B = hABxA + h̃BBxB + n

(1)
B

= hAB

(√
αPAsA1 +

√
(1 − α) PAsA2

)
+ ñ

(1)
B (11)

which are not interfered by the jamming signal vector x(1)
R

with the leverage of the null space property HRUWE =
02×(NR−2), where hBA ∼ Nc(0, βBA) and hAB ∼
Nc(0, βAB) are the direct links between the users, n

(1)
A ∼

Nc(0, σ2
A) and n

(1)
B ∼ Nc(0, σ2

B) are the complex AWGNs,
h̃AA and h̃BB denote the residual self-interference channels
with the normalized gains βAA and βBB , respectively, and
ñ

(1)
A = h̃AAxA +n

(1)
A and ñ

(1)
B = h̃BBxB +n

(1)
B stand for the

residual-interference-plus-noises, which are modeled by the

zero-mean complex Gaussian random variables, i.e., ñ
(1)
A ∼

Nc(0, PAβAA + σ2
A) and ñ

(1)
B ∼ Nc(0, PBβBB + σ2

B) at
Users A and B, respectively.

Concurrently, the signal received at the passive eavesdropper
in the first phase is given by

y
(1)
E = hAExA + hBExB + hT

REx(1)
R + n

(1)
E

= hAE

(√
αPAsA1 +

√
(1 − α) PAsA2

)

+ hBE

(√
αPBsB1 +

√
(1 − α) PBsB2

)

+hT
REWE

√
PR

NR − 2
v(1) + n

(1)
E (12)

where hAE ∼ Nc(0, βAE), hBE ∼ Nc(0, βBE), hRE ∼
Nc(0NR×1, βREINR) are the channels related to the eaves-
dropper, and n

(1)
E ∼ Nc(0, σ2

E) is the complex AWGN.
2) Broadcast Phase: After decoupling the two data streams

by ZF equalization, the relay decodes them separately accord-
ing to (6). Then, to confuse the potential eavesdropper
and coordinate the transmission of two low-power sub-users
(A2 and B2) simultaneously in the second phase, the relay
mixes some artificial noises with two data symbols sA2 and
sB2, which is designed in the form of

x(2)
R = WU

√
φPR

2

[
sB2

sA2

]
+ WE

√
(1 − φ) PR

NR − 2
v(2) (13)

where φ denotes the power allocation ratio of the signal
power to the total transmit power PR for the artificial noise
scheme and v(2) ∼ Nc(0(NR−2)×1, INR−2) is the artificial
noise vector generated in the second phase.

As the artificial noise vector v(2) is projected into the null
space of HUR in (13), the signals received at the legitimate
user nodes A and B are respectively given by

y
(2)
A = hT

RAx(2)
R + n

(2)
A = hT

RAWU

√
φPR

2

[
sB2

sA2

]
+ n

(2)
A

(14)

y
(2)
B = hT

RBx(2)
R + n

(2)
B = hT

RBWU

√
φPR

2

[
sB2

sA2

]
+ n

(2)
B

(15)

where hRA ∼ Nc(0NR×1, βRAINR) and hRB ∼ Nc(0NR×1,

βRBINR) denote the channels from the relay to the users, and
n

(2)
A ∼ Nc(0, σ2

A) and n
(2)
B ∼ Nc(0, σ2

B) are the complex
AWGNs at Users A and B, respectively. Since signal sA2 is
generated by User A, User A can perform the self-interference
cancellation of sA2 before decoding its desired signal sB2

in (14), and so can User B in (15). By denoting WU =
[wA wB], we can rewrite the signal models in (14) and (15)
after the self-interference cancellation as

y
(2)
A = hT

RAwA

√
φPR

2
sB2 + n

(2)
A (16)

y
(2)
B = hT

RBwB

√
φPR

2
sA2 + n

(2)
B . (17)

During the second phase, the signal received at the eaves-
dropper is given by

y
(2)
E = hT

REx(2)
R + n

(2)
E = hT

REwB

√
φPR

2
sA2 + hT

REwA

×
√

φPR

2
sB2+hT

REWE

√
(1 − φ) PR

NR − 2
v(2) + n

(2)
E

(18)

where n
(2)
E ∼ Nc(0, σ2

E) is the complex AWGN in the second
phase.

Remark: To ensure the secure communication, the relay
keeps emitting the jamming signals to degrade the performance
of the potential eavesdroppers by employing the artificial noise
scheme. In the first phase the relay only emits the pure
jamming signals while in the second phase it transmits the
mixture of the information-bearing signals and the jamming
signals. In that way, the relay plays two important roles in
the secure NOMA-based two-way relay network: not only
forwards the confidential information for two sub-users but
also jams the potential eavesdroppers.

B. Decoding Scheme Based on SIC

In (6), the relay decodes sA1 and sB1 by treating sA2

and sB2 as interference, respectively, where the signal-to-
interference-plus-noise ratios (SINRs) for sA1 and sB1 are
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given by

γR
A1 =

αPA

(1 − α)PA+σ̄2
A

=
αPA

(1 − α) PA + PRβRR+σ2
R

βARρA

(19)

γR
B1 =

αPB

(1 − α)PB +σ̄2
B

=
αPB

(1 − α) PB + PRβRR+σ2
R

βBRρB

. (20)

After using the SIC to remove the interference of sA1 and sB1,
the relay then decodes sA2 and sB2 with the SINRs given by

γR
A2 =

(1 − α) PA

σ̄2
A

=
(1 − α) PA

PRβRR+σ2
R

βARρA

=
(1 − α)PAβARρA

PRβRR + σ2
R

(21)

γR
B2 =

(1 − α) PB

σ̄2
B

=
(1 − α) PB

PRβRR+σ2
R

βBRρB

=
(1 − α) PBβBRρB

PRβRR + σ2
R

.

(22)

During the first phase, by treating sB2 and sA2 as interfer-
ence, Users B and A decode sA1 and sB1 according to (11)
and (10) with the SINRs given by

γB
A1 =

|hAB|2αPA

|hAB|2 (1 − α) PA + PBβBB + σ2
B

(23)

γA
B1 =

|hBA|2αPB

|hBA|2 (1 − α) PB + PAβAA + σ2
A

. (24)

While in the second phase, Users B and A decode sA2 and sB2

directly in (17) and (16) after the self-interference cancellation,
leading to the signal-to-noise ratios (SNRs) for sA2 and sB2

given by

γB
A2 =

∣
∣hT

RBwB

∣
∣2φPR

2σ2
B

(25)

γA
B2 =

∣
∣hT

RAwA

∣
∣2φPR

2σ2
A

. (26)

From above, it can be observed that the decoding of different
data symbols is associated with different channels, which
exploits the channel gain differences to achieve better system
performance with NOMA proposal.

In the proposed NOMA-based two-way relay network,
the potential eavesdropper can overhear the confidential infor-
mation twice, namely, the information transmitted by the
legitimate users in the first phase and the information broad-
cast by the relay in the second phase. In the first phase,
the eavesdropper receives four data symbols sA1, sA2, sB1,
and sB2 simultaneously, which can be tough to decode by
using the SIC scheme based on (12) only. While in the second
phase, the eavesdropper only receives two data symbols sA2

and sB2 according to (18), which is more feasible by using
the SIC scheme. Therefore, to better wiretap the information
from the perspective of the eavesdropper, we provide it with a
sophisticated strategy by first decoding sA2 and sB2 in (18),
and then stripping them off before decoding sA1 and sB1

in (12). Specifically, based on (18), the eavesdropper first
decodes sA2 by treating sB2 as interference, yielding the SINR

of sA2 as

γE
A2 =

|hT
REwB|2φPR

2

|hT
REwA|2φPR

2 +
(1−φ)PR‖hT

REWE‖2

NR−2 + σ2
E

(27)

then decodes sB2 after subtracting sA2, obtaining the SINR
of sB2 as

γE
B2 =

|hT
REwA|2φPR

2

(1−φ)PR‖hT
REWE‖2

NR−2 + σ2
E

. (28)

As the eavesdropper has decoded sA2 and sB2, it can strip
them off in (12), which yields

y
(1)
E = hAE

√
αPAsA1 + hBE

√
αPBsB1

+hT
REWE

√
PR

NR − 2
v(1) + n

(1)
E . (29)

Based on (29), the eavesdropper first decodes sA1 by treating
sB1 as interference, which obtains the SINR of sA1 as

γE
A1 =

|hAE |2αPA

|hBE |2αPB +
PR‖hT

REWE‖2

NR−2 + σ2
E

. (30)

After applying the SIC to cancel the interference of sA1

in (29), the eavesdropper then decodes sB1 with the SINR
given by

γE
B1 =

|hBE |2αPB

PR‖hT
REWE‖2

NR−2 + σ2
E

. (31)

As revealed in (27), (28), (30), and (31), the eavesdropper first
decodes the data symbols from User A and then from User B,
which is a specific decoding order that we consider for the
eavesdropper. It is worth pointing out different decoding orders
will result in different SINRs and further different ergodic rates
of data symbols achieved by the eavesdropper, which will not
be discussed further due to the limited space.

III. PERFORMANCE ANALYSIS FOR THE

SINGLE-EAVESDROPPER CASE

In this section, we analyze the performance of the proposed
network in terms of secrecy rate. Specifically, the instanta-
neous and ergodic secrecy rates of each data symbol are
respectively given by [52]

Csec
δ =

[
Cδ − CE

δ

]+
, C̄sec

δ =
[
C̄δ − C̄E

δ

]+
(32)

for δ ∈ {A1, A2, B1, B2} and [x]+ = max {x, 0}, where
Cδ and C̄δ denote the instantaneous and ergodic rates of
data symbol sδ for the legitimate channel, respectively, and
CE

δ and C̄E
δ denote the instantaneous and ergodic rates of

data symbol sδ for the wiretap channel, respectively. In the
following, we will derive both the instantaneous and ergodic
rates for different data symbols, based on which the secrecy
rates can be calculated via (32).
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A. Achievable Rate Analysis for Legitimate Users

As illustrated in Section II-B, regardless of the eavesdrop-
per, data symbols sA1, sA2, sB1, and sB2 should be decoded at
the legitimate users as well as the relay. To ensure the decoding
correctness of sA1 at the relay and User B, the achievable rate
of sA1 using (19) and (23) should be

CA1 =
1
2

min
{
log2

(
1 + γR

A1

)
, log2

(
1 + γB

A1

)}

=
1
2
log2

(

1 + min
{
γR

A1, γ
B
A1

}
)

=
1
2
log2

(

1

+ min

{
αPA

(1 − α) PA + PRβRR+σ2
R

βARρA

,

|hAB|2αPA

|hAB|2 (1 − α)PA + PBβBB + σ2
B

})

=
1
2
log2

⎛

⎝1+
αPAmin

{
βARρA

PRβRR+σ2
R

, |hAB|2
PBβBB+σ2

B

}

(1−α)PAmin
{

βARρA

PRβRR+σ2
R

, |hAB|2
PBβBB+σ2

B

}
+1

⎞

⎠

=
1
2
log2

(

1+PA min

{
βARρA

PRβRR+σ2
R

,
|hAB|2

PBβBB+σ2
B

})

− 1
2
log2

(

1 + (1 − α) PA

×min

{
βARρA

PRβRR + σ2
R

,
|hAB|2

PBβBB + σ2
B

})

. (33)

Following a procedure similar to (33), for symbol sB1 decoded
at the relay and User A, its achievable rate using (20) and (24)
is given by

CB1 =
1
2

min
{
log2

(
1 + γR

B1

)
, log2

(
1 + γA

B1

)}

=
1
2
log2

(

1+PB min

{
βBRρB

PRβRR+σ2
R

,
|hBA|2

PAβAA+σ2
A

})

− 1
2
log2

(

1 + (1 − α) PB

×min

{
βBRρB

PRβRR + σ2
R

,
|hBA|2

PAβAA + σ2
A

})

. (34)

By using (21) and (25), the achievable rate associated with
symbol sA2 is obtained as

CA2 =
1
2

min
{
log2

(
1 + γR

A2

)
, log2

(
1 + γB

A2

)}

=
1
2
log2

(
1 + min

{
(1 − α) PAβARρA

PRβRR + σ2
R

,

∣
∣hT

RBwB

∣
∣2φPR

2σ2
B

})

. (35)

Similarly, by using (22) and (26), the achievable rate of symbol
sB2 is obtained as

CB2 =
1
2

min
{
log2

(
1 + γR

B2

)
, log2

(
1 + γB

B2

)}

=
1
2
log2

(
1 + min

{
(1 − α)PBβBRρB

PRβRR + σ2
R

,

∣∣hT
RAwA

∣∣2φPR

2σ2
A

})

. (36)

Based on the above instantaneous results on achievable
rates, we will derive the ergodic rates of the four data symbols
for the legitimate users in the following.

Proposition 1: By defining the function

D (k, μ, b) �
∫ ∞

0

xk exp (−μx)
x + b

dx

= −(−b)k exp (bμ) Ei (−bμ)

+
k∑

n=1

(n − 1)!(−b)k−n
μ−n (37)

in which Ei (·) denotes the exponential integral function
[53, eq. (8.211.1)], the ergodic rate of sA1 can be expressed
as

C̄A1 =
1

2 ln 2

NR−2∑

k=0

(
PRβRR+σ2

R

βAR

)k

k!

×
(

D

(
k,

PRβRR + σ2
R

βAR
+

PBβBB + σ2
B

βAB
,

1
PA

)

−D

(
k,

PRβRR+σ2
R

βAR
+

PBβBB +σ2
B

βAB
,

1
(1−α) PA

))

.

(38)

Proof: See Appendix A.
Following the similar derivations in the proof of

Proposition 1, we can obtain the ergodic rate of sB1 as

C̄B1 =
1

2 ln 2

NR−2∑

k=0

(
PRβRR+σ2

R

βBR

)k

k!

×
(

D

(
k,

PRβRR + σ2
R

βBR
+

PAβAA + σ2
A

βBA
,

1
PB

)

−D

(
k,

PRβRR+σ2
R

βBR
+

PAβAA+σ2
A

βBA
,

1
(1−α)PB

))

.

(39)

Proposition 2: Given the function defined in (37),
the ergodic rate of sA2 can be expressed as

C̄A2 =
1

2 ln 2

NR−2∑

k=0

(
PRβRR+σ2

R

(1−α)PAβAR

)k

k!

×D

(
k,

PRβRR + σ2
R

(1 − α)PAβAR
+

2σ2
B

φPRβRB
, 1
)

. (40)

Proof: See Appendix B.
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Following a similar methodology in the proof of
Proposition 2, we can obtain the ergodic rate of sB2 as

C̄B2 =
1

2 ln 2

NR−2∑

k=0

(
PRβRR+σ2

R

(1−α)PBβBR

)k

k!

×D

(
k,

PRβRR + σ2
R

(1 − α)PBβBR
+

2σ2
A

φPRβRA
, 1
)

. (41)

B. Achievable Rate Analysis for Eavesdropper
According to (27), (28), (30), and (31), the instantaneous

achievable rate of each data symbol at the eavesdropper can
be calculated via

CE
δ =

1
2
log2

(
1 + γE

δ

)
(42)

for δ ∈ {A1, A2, B1, B2}. Given the instantaneous results
of achievable rates above, in the following we will derive
the ergodic rates of the four data symbols achieved at the
eavesdropper.

Proposition 3: By defining the function

G (i, μ, b) �
∫ ∞

0

exp (−μx)

(x + b)i dx =
1

(i − 1)!

i−1∑

k=1

(k − 1)!

×(−μ)i−k−1
b−k − (−μ)i−1

(i − 1)!
exp (bμ) Ei (−bμ)

(43)

the ergodic rate of sA2 at the eavesdropper can be expressed
as

C̄E
A2 =

1
2 ln 2

(
NR−2∑

i=1

Ωi
A2G

(
i,

2σ2
E

φPRβRE
,
φ (NR − 2)
2 (1 − φ)

)

+
2∑

i=1

Ψi
A2G

(
i,

2σ2
E

φPRβRE
, 1
))

(44)

where

Ωi
A2 =

(
φ (NR − 2)
2 (1 − φ)

)NR−2 (−1)NR−2−i (NR − 1 − i)
(
1 − φ(NR−2)

2(1−φ)

)NR−i

(45)

Ψi
A2 =

(
φ (NR − 2)
2 (1 − φ)

)NR−2 (−1)2−i (NR − 1 − i)!

(NR − 3)!
(

φ(NR−2)
2(1−φ) −1

)NR−i
.

(46)

Proof: See Appendix C.
Following the similar derivations in the proof of the

Proposition 3, we can obtain the CCDFs of γE
B2, γE

A1, and
γE

B1 in (28), (30), and (31) as

F̄γE
B2

=
exp

(
− 2σ2

E

φPRβRE
x
)

(
1 + 2(1−φ)

φ(NR−2)x
)NR−2

(47)

F̄γE
A1

=
exp

(
− σ2

E

αPAβAE
x
)

(
1 + PRβRE

αPAβAE(NR−2)x
)NR−2

(x + 1)
(48)

F̄γE
B1

=
exp

(
− σ2

E

αPBβBE
x
)

(
1 + PRβRE

αPBβBE(NR−2)x
)NR−2

. (49)

The ergodic rates of sB2, sA1, sB1 achieved by the eavesdrop-
per are given by

C̄E
B2 =

1
2 ln 2

(
NR−2∑

i=1

Ωi
B2G

(
i,

2σ2
E

φPRβRE
,
φ (NR − 2)
2 (1 − φ)

)

+ Ψ1
B2G

(
1,

2σ2
E

φPRβRE
, 1
))

(50)

C̄E
A1 =

1
2 ln 2

(
NR−2∑

i=1

Ωi
A1G

(
i,

σ2
E

αPAβAE
,
αPAβAE(NR−2)

PRβRE

)

+
2∑

i=1

Ψi
A1G

(
i,

σ2
E

αPAβAE
, 1
))

(51)

C̄E
B1 =

1
2 ln 2

(
NR−2∑

i=1

Ωi
B1G

(
i,

σ2
E

αPBβBE
,
αPAβBE(NR−2)

PRβRE

)

+ Ψ1
B1G

(
1,

σ2
E

αPBβBE
, 1
))

(52)

where Ωi
δ and Ψi

δ for δ ∈ {A1, B1, B2} are the coef-
ficients obtained by using the partial-fraction expansion
[54, appendix], similar to (45) and (46). After we have
the results for the legitimate users in (38)–(41) and for the
eavesdropper in (44) and (50)–(52), the ergodic secrecy rate
of each data symbol can be calculated via (32) for the proposed
network under the single-eavesdropper case.

IV. EXTENSION TO MULTIPLE EAVESDROPPERS

In this section, we consider the network under the existence
of multiple eavesdroppers, where the number of eavesdroppers
is denoted by NE . When multiple eavesdroppers sneak into the
network, their noise levels may be different and even unknown
to the legitimate users and the relay. Therefore, to ensure
secure communications, it is reasonable to consider the worst-
case scenario where the noises are extremely small at the
eavesdroppers (i.e., σ2

Ei
= 0 for i = 1, . . . , NE) [28], [31],

[32]. We assume each eavesdropper experiences independent
channel fading and follows the same signal model as the
single-eavesdropper case in Section II-A. In the following,
we consider two cases, namely, non-colluding and colluding
eavesdroppers.

A. Non-colluding Case

According to the SINRs of different data symbols given
in (27), (28), (30), and (31) with σ2

E = 0 and following the
similar derivations in (82), we can obtain

F̄
γ

Ei
A1

=
(

1 +
PRβRE

αPAβAE (NR − 2)
x

)2−NR

(x + 1)−1 (53)

F̄
γ

Ei
A2

=
(

1 +
2 (1 − φ)

φ (NR − 2)
x

)2−NR

(x + 1)−1 (54)

F̄
γ

Ei
B1

=
(

1 +
PRβRE

αPBβBE (NR − 2)
x

)2−NR

(55)

F̄
γ

Ei
B2

=
(

1 +
2 (1 − φ)

φ (NR − 2)
x

)2−NR

(56)
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for i = 1, . . . , NE . We assume the eavesdroppers work in
a non-colluding way to wiretap the information [29], [55],
[56] and the highest SINR of each data symbol is chosen
for decoding, i.e., γE

δ = max
{

γE1
δ , γE2

δ , . . . , γ
ENE

δ

}
, whose

CDF can be obtained as

FγE
δ

(x) = Pr
{

γE1
δ < x, γE2

δ < x, . . . , γ
ENE

δ < x
}

=
NE∏

i=1

F
γ

Ei
δ

=
(
1 − F̄

γ
E1
δ

)NE

= 1 +
NE∑

i=1

(
NE

i

)(
−F̄

γ
E1
δ

)i

(57)

where δ ∈ {A1, A2, B1, B2} and
(
NE

i

)
denotes the binomial

coefficient. With (57), the ergodic rate of each data symbol
achieved by the non-colluding eavesdroppers is given by

C̄E
δ =

∫ ∞

0

1
2
log2 (1 + x) fγE

δ
(x)dx

=
1

2 ln 2

∫ ∞

0

1 − FγE
δ

(x)

1 + x
dx

= − 1
2 ln 2

NE∑

i=1

(
NE

i

)∫ ∞

0

(
−F̄

γ
E1
δ

)i

1 + x
dx (58)

where δ ∈ {A1, A2, B1, B2} and integration by parts is
applied to (58). By substituting (53)–(56) into (58) and using
[53, Eq. (3.197.5)] to the integral parts, we can obtain

C̄E
A1 =

1
2 ln 2

NE∑

i=1

(
NE

i

)
(−1)iB (1, (NR − 1) i)

2F1

(
(NR − 2) i, 1; (NR − 1) i + 1; 1

− PRβRE

αPAβAE (NR − 2)

)
(59)

C̄E
A2 =

1
2 ln 2

NE∑

i=1

(
NE

i

)
(−1)iB (1, (NR − 1) i)

2F1

(
(NR − 2) i, 1; (NR − 1) i+1; 1− 2 (1 − φ)

φ (NR−2)

)

(60)

C̄E
B1 =

1
2 ln 2

NE∑

i=1

(
NE

i

)
(−1)iB (1, (NR − 2) i)

2F1

(
(NR − 2) i, 1; (NR − 2) i + 1; 1

− PRβRE

αPAβAE (NR − 2)

)
(61)

C̄E
B2 =

1
2 ln 2

NE∑

i=1

(
NE

i

)
(−1)iB (1, (NR − 2) i)

2F1

(
(NR − 2) i, 1; (NR − 2) i+1; 1− 2 (1 − φ)

φ (NR−2)

)

(62)

where B (x, y) is the Beta function [53, Sec. 8.38],
and 2F1 (α, β; γ; z) is the Gauss hypergeometric func-
tion and its transformation formulas can be referred

to [53, Sec. 9.10-9.13]. With the results for the legitimate
users in (38)–(41) and for the non-colluding eavesdroppers
in (59)–(62), the ergodic secrecy rate of each data symbol can
be finally obtained via (32).

B. Colluding Case

Next, we study the case under multiple colluding
eavesdroppers, where NR ≥ NE + 2 to guarantee secure
communications [31]. By extending the signal model of single-
eavesdropper in (18) and (29) to the noiseless case with
multiple colluding eavesdroppers, we have

y(1)
E = hAE

√
αPAsA1 + hBE

√
αPBsB1

+HT
REWE

√
PR

NR − 2
v(1) (63)

y(2)
E = HT

REwB

√
φPR

2
sA2 + HT

REwA

√
φPR

2
sB2

+HT
REWE

√
(1 − φ) PR

NR − 2
v(2) (64)

where y(τ)
E =

[
y
(τ)
E1

y
(τ)
E2

· · · y(τ)
ENT

]
with τ = 1, 2 representing

the two phases, and hAE , hBE and HRE denote the channels
from Users A and B and the relay to the multiple eaves-
droppers, respectively. For notational simplicity, we denote
gA = HT

REwA, gB = HT
REwB and GE = HT

REWE in (64).
Based on (64), the ergodic rate of sA2 at the eavesdroppers is
given by

C̄E
A2 = EgA,gB,GE

{
1
2
log2

∣
∣
∣
∣
∣
I +

φPR

2
gBgH

B

(φPR

2
gAgH

A

+
(1 − φ)PR

NR − 2
GEGH

E

)−1
∣
∣
∣
∣
∣

}

=
1

2 ln 2
EgA,gB,GE

{

ln

(

1 +
φ

2
gH

B

(
φ

2
gAgH

A

+
(1 − φ)
NR − 2

GEGH
E

)−1

gB

)}

. (65)

Following the similar transformation, the ergodic rates of the
other symbols at the eavesdroppers can be expressed as

C̄E
B2 =

1
2 ln 2

EgA,GE

{

ln

(

1+
φ

2
gH

A

(
1−φ

NR−2
GH

E GE

)−1

gA

)}

(66)

C̄E
A1 =

1
2 ln 2

EhAE ,hBE ,GE

{

ln

(

1+αPAhH
AE

(
αPBhBEhH

BE

+
PR

NR − 2
GEGH

E

)−1

hAE

)}

(67)

C̄E
B1 =

1
2 ln 2

EhBE ,GE

{

ln

(

1 + αPBhH
BE

( PR

NR − 2
GEGH

E

)−1

hBE

)}

. (68)
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For the channel related to the eavesdroppers, we assume that
the entries in hAE , hBE and HRE are i.i.d zero-mean complex
Gaussian variables with variances βAE , βBE and βRE , respec-
tively. Moreover, due to the unitarity of W = [wA wB WE],
the entries of HT

REW = [gA gB GE ] are also the i.i.d.
complex Gaussian variables with variance βRE . Therefore,
hAE , hBE , gA, gB and GE are independent of each other.

As a result, ηE
A2 = φ

2gH
B

(
φ
2 gH

A gA + (1−φ)
NR−2G

H
E GE

)−1

gB can
be reagarded as the SINR of an NE-branch MMSE linear
diversity combiner operating in a Raleigh-fading channel with
(NR −1) interferers [57]. Then, the CCDF of ηE

A2 is given by

F̄ηE
A2

=
NE−1∑

i=0

Φi

(
2(1−φ)

φ(NR−2)x
)i

(
1 + 2(1−φ)

φ(NR−2)x
)NR−2

(x + 1)
(69)

where Φi =
(
NR−2

i

)
+
(
NR−2
i−1

)
for i =

1, . . . , NE − 1 and Φ0 = 1. Similarly, by defining

ηE
B2 = φ

2gH
A

(
(1−φ)
NR−2G

H
E GE

)−1

gA, ηE
A1 =

αPAhH
AE

(
αPBhBEhH

BE + PR

NR−2GEGH
E

)−1

hAE , and

ηE
B1 = αPBhH

BE

(
PR

NR−2GEGH
E

)−1

hBE , their CCDFs can
be written as

F̄ηE
B2

=
NE−1∑

i=0

(
NR − 2

i

)
(

2(1−φ)
φ(NR−2)x

)i

(
1 + 2(1−φ)

φ(NR−2)x
)NR−2

(70)

F̄ηE
A1

=
NE−1∑

i=0

Φi

(
PRβRE

αPAβAE(NR−2)x
)i

(
1 + PRβRE

αPAβAE(NR−2)x
)NR−2

(x + 1)
(71)

F̄ηE
B1

=
NE−1∑

i=0

(
NR − 2

i

)
(

PRβRE

αPBβBE(NR−2)x
)i

(
1 + PRβRE

αPBβBE(NR−2)x
)NR−2

.

(72)

The ergodic rate of each data symbol in (65)–(68) at the
colluding eavesdroppers can be further written as

C̄E
δ =

1
2 ln 2

∫ ∞

0

(1 + x) fηE
δ
(x)dx=

1
2 ln 2

∫ ∞

0

F̄ηE
δ
(x)

1 + x
dx

(73)

where δ ∈ {A1, A2, B1, B2}. By substituting (69)–(72)
into (73) and invoking [53, eq. (3.197.5)] to the integral parts,
we can obtain

C̄E
A1 =

1
2 ln 2

Φi

(
PRβRE

αPAβAE (NR − 2)

)i

B (i+1, NR−i−1)

×2F1

(
NR−2, i+1; NR; 1− PRβRE

αPAβAE (NR − 2)

)

(74)

C̄E
A2 =

1
2 ln 2

Φi

(
2 (1 − φ)

φ (NR − 2)

)i

B(i + 1, NR − i − 1)

×2F1

(
NR − 2, i + 1; NR; 1 − 2 (1 − φ)

φ (NR − 2)

)
(75)

C̄E
B1 =

1
2 ln 2

NE−1∑

i=0

(
NR − 2

i

)

×
(

PRβRE

αPBβBE (NR − 2)

)i

B (i + 1, NR − i)

× 2F1

(
NR − 2, i + 1; NR − 1; 1

− PRβRE

αPBβBE (NR − 2)

)
(76)

C̄E
B2 =

1
2 ln 2

NE−1∑

i=0

(
NR − 2

i

)

×
(

2 (1 − φ)
φ (NR − 2)

)i

B (i + 1, NR − i)

×2F1

(
NR − 2, i + 1; NR − 1; 1 − 2 (1 − φ)

φ (NR − 2)

)
.

(77)

With the results for the legitimate users in (38)–(41) and for
the colluding eavesdroppers in (74)–(77), we can obtain the
ergodic secrecy rate of each data symbol via (32) for the
network under multiple colluding eavesdroppers.

V. RESULTS AND ANALYSIS

In this section, we evaluate the performance of our pro-
posed secure NOMA-based two-way relay network in terms
of ergodic secrecy rate. In the simulations, we assume two
legitimate users and the relay transmit with identical power,
i.e., PA = PB = PR = P and the noise variance is identical at
all nodes, i.e., σ2

A = σ2
B = σ2

R = σ2
E = σ2. It is also assumed

that the normalized gain of residual interference introduced by
the full-duplex mode is identical at each legitimate user and the
relay, i.e., βAA = βBB = βRR = β̄, where 0 ≤ β̄ ≤ 1 [58].
The transmit SNR is defined as P/σ2. As the links related to
the relay are usually stronger than the links between users,
we set βAR = βBR = βRA = βRB = βRE = 10 and
βAB = βBA = βAE = βBE = 1 in the simulations. In the
following figures, we use A1, A2, B1, B2, A, B, and A + B to
represent the ergodic secrecy rates of four data symbols sA1,
sA2, sB1, and sB2, Users A and B, and the total network,
respectively.

Fig. 2 shows the ergodic secrecy rates of different data sym-
bols with respect to the normalized gain of self-interference β̄,
when NR = 3, NE = 1, α = 0.9, φ = 0.5, and
SNR = 15 dB. Notably, Fig. 2 and the following figures
demonstrate that the theoretical analysis of the ergodic secrecy
rates in Sections III and IV is in perfect agreement with the
simulation results. As seen from Fig. 2, the ergodic secrecy
rate of each data symbol decreases as the normalized gain
of self-interference β̄ increases. This can be well understood
since the strong self-interference has a negative effect on the
decoding performance of the relay as well as the legitimate
users during the first phase. However, even when the normal-
ized gain of self-interference β̄ is as high as 1, we can still
obtain the positive results for all the ergodic secrecy rates,
which implies that secure information exchange can always
be guaranteed in our proposed network.
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Fig. 2. Ergodic secrecy rate vs. normalized gain of self-interference β̄ when
NR = 3, NE = 1, α = 0.9, φ = 0.5, and SNR = 15 dB.

Fig. 3. Ergodic secrecy rate vs. power ratio α of NOMA symbols in (1) and
(2) when NR = 3, NE = 1, φ = 0.5, β̄ = 0, and SNR = 15 dB.

In Fig. 3, we show the ergodic secrecy rates of different data
symbols with respect to the power ratio α of NOMA symbols
in (1) and (2), where NR = 3, NE = 1, φ = 0.5, β̄ = 0,
and SNR = 15 dB. As seen from the figure, with the increase
of the power ratio α of NOMA symbols, the ergodic secrecy
rates of data symbols sA1 and sB1 increase while those of
data symbols sA2 and sB2 decrease. On the other hand, Fig. 3
indicates that there exists an optimal value of α that maximizes
the ergodic secrecy rates of Users A and B and the ergodic
sum secrecy rate.

Fig. 4 shows the ergodic secrecy rates of different data
symbols with respect to power allocation coefficient φ for the
artificial noise scheme in (13), where NR = 3, NE = 1,
α = 0.9, β̄ = 0.1, and SNR = 15 dB. From the figure,
we observe that an optimal value of φ exists to maximize
the ergodic secrecy rates of data symbols sA2 and sB2 while
the ergodic secrecy rates of data symbols sA1 and sB1 keep
constant regardless of φ. Such phenomenon can be explained
by the fact that the artificial noise scheme in (13) only contains
data symbols sA2 and sB2. Specially, when φ = 0, the relay
only broadcasts the pure jamming signals and data symbols
sA2 and sB2 cannot be decoded in the second phase based
on (25) and (26). When φ = 1, the relay only forwards the
data symbols sA2 and sB2 and no protection is afforded, which
fails to guarantee the secure transmission of sB2. As can be

Fig. 4. Ergodic secrecy rate vs. power allocation coefficient φ for the artificial
noise scheme in (13) when NR = 3, NE = 1, α = 0.9, β̄ = 0.1, and
SNR = 15 dB.

Fig. 5. Ergodic secrecy rates of different relay schemes vs. the transmit SNR
when NR = 3, NE = 1, α = 0.9, β̄ = 0, and φ = 0.3.

seen, by choosing a proper φ, the network performance in
terms of ergodic secrecy rate can be significantly improved.

In Fig. 5, we compare the ergodic secrecy rates of differ-
ent relay schemes with respect to the transmit SNR, where
NR = 3, NE = 1, α = 0.9, β̄ = 0, and φ = 0.3. As can
be seen, by using the ZF precoding to replace the range
space WU at the relay, the network only achieves a secrecy
performance that is marginally better than that of using the
range space WU in (3). Therefore, for simplicity, we mainly
focus on the performance analysis of our proposed scheme.
On the other hand, the proposed two-way network achieves a
significant performance gain over the network without a relay,
which corroborates the important role of the relay for security
enhancements.

In Fig. 6, we compare the network performance under
multiple eavesdroppers with the non-colluding and colluding
manners with respect to the transmit SNR, where NR = 5,
NE = 2, α = 0.9, φ = 0.5, and β̄ = 0.1. As can be observed,
the network performance under the colluding eavesdroppers
is worse than that under the non-colluding eavesdroppers.
It can be well understood since by jointly processing the
received signals at multiple eavesdroppers, colluding manner
can wiretap more information than the non-colluding one,
leading to worse secure performance for the proposed network.
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Fig. 6. Ergodic secrecy rates under non-colluding and colluding manners vs.
the transmit SNR when NR = 5, NE = 2, α = 0.9, φ = 0.5, and β̄ = 0.1.

Fig. 7. Ergodic secrecy rate vs. number of eavesdroppers NE when
NR = 12, α = 0.9, φ = 0.5, β̄ = 0.1, and SNR = 30 dB.

Fig. 7 shows the ergodic secrecy rates of different data
symbols with respect to the number of eavesdroppers NE ,
where NR = 12, α = 0.9, φ = 0.5, β̄ = 0.1, and
SNR = 30 dB. Considering multiple eavesdroppers with
colluding manner, we observe that the ergodic secrecy rates
of different data symbols decrease as the number of eaves-
droppers NE increases. This adverse effect is caused by the
improvement of the eavesdropping ability with the increasing
number of eavesdroppers.

In Fig. 8, we show the ergodic secrecy rates of different
data symbols with respect to the number of antennas NR at
the relay, where NE = 2, α = 0.9, φ = 0.5, β̄ = 0.1, and
SNR = 30 dB. As can be seen, the ergodic secrecy rates of
different data symbols increase as the number of antennas NR

increases at the relay. However, the performance improvement
of data symbols sA1 and sB1 is marginal when increasing the
number of antennas NR at the relay beyond NR = 5. It should
be noted that the decoding of both data symbols sA1 and sB1

in (19)–(20) and (23)–(24) is associated with the user-to-relay
link and the user-to-user link, respectively. Since the user-to-
user link is much weaker and the decoding performance of
data symbols sA1 and sB1 is almost limited by it, increasing
the number of antennas NR at the relay does not improve the
user-to-user link as well as their decoding performance. On the
other hand, we observe significant performance improvement
of data symbols sA2 and sB2 as the number of antennas
NR increases at the relay, which is attributed to the reliable
enhancement of the links between the relay and the users.

Fig. 8. Ergodic secrecy rate vs. number of antennas NR at the relay when
NE = 2, α = 0.9, φ = 0.5, β̄ = 0.1, and SNR = 30 dB.

VI. CONCLUSIONS

In this paper, a novel secure NOMA-based two-way relay
network has been proposed with the considerations of differ-
ent eavesdropping cases. Specifically, by employing the full-
duplex and the artificial noise techniques at the relay, we have
enhanced the ability of the relay to combat the eavesdropping
without impairing the legitimate users for ensuring secure
information exchange. On the other hand, with the full-duplex
mode applied to the user nodes in the first phase, we have
improved the data transmission efficiency without requiring
any extra bandwidth resource. Moreover, we have designed
different decoding strategies based on SIC for different types
of nodes, in which we have provided the eavesdroppers with
a sophisticated strategy with jointly processing to examine
the secure performance of the proposed network in the harsh
wiretap condition. Finally, we have analyzed the performance
of the secure NOMA-based two-way relay network and
derived the closed-form expressions for the ergodic secrecy
rates under single eavesdropper, multiple non-colluding, and
colluding eavesdroppers. The theoretical derivations have been
shown to agree with the simulation results perfectly. Our
future concerns will be the enhancement design of secure
NOMA-based networks and the optimization problems on the
power allocations for the NOMA symbols and the artificial
noise scheme in the proposed network.

APPENDIX A
PROOF OF PROPOSITION 1

Letting ηA1 = min
{

βARρA

PRβRR+σ2
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B

}
in (33), and

using the CCDF of ρA in (9) and the CCDF of |hAB|2 as
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With (78), the ergodic rate of sA1 can be derived as

C̄A1 =
∫ ∞

0
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(79)

By applying [53, eq. (3.353.5)] to the integral parts in (79),
we finally obtain (38).

APPENDIX B
PROOF OF PROPOSITION 2

Let ηA2 = min
{

(1−α)PAβARρA

PRβRR+σ2
R

,
|hT

RBwB|2φPR

2σ2
B

}
in (35).

As wB is one column of the orthonormal basis W, it can be
readily verified that hT

RBwB follows the zero-mean complex
Gaussian distribution with variance βRB and we have the
CCDF of

∣
∣hT
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∣
∣2 as F̄|hT

RBwB|2(x) = exp
(
− x
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.

With the CCDF of ρA given in (9), we can obtain the CCDF
of ηA2 as
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With (80), the ergodic rate of sA2 can be written as

C̄A2 =
∫ ∞

0

1
2
log2 (1 + x) fηA2(x)dx

=
1

2 ln 2

∫ ∞

0

F̄ηA2(x)
1 + x

dx. (81)

As (80) has a similar form to (78), after substituting (80)
into (81) and applying [53, eq. (3.353.5)] to the integral part,
we can finally obtain (40).

APPENDIX C
PROOF OF PROPOSITION 3

Let us denote gT =
[
gA gB gT

E

]T = hT
REW. We can

obtain g ∼ Nc(0NR×1, βREINR), which has i.i.d. complex
Gaussian entries as W is a unitary matrix. By denoting
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, and
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, we have vA ∼ exp(1), vB ∼

exp(1), and vE ∼ Γ (NR − 2, 1), where Γ (α, x) is the upper
incomplete gamma function [53, eq. (8.350.2)]. Then, we can
derive the CCDF of γE

A2 in (27) as

F̄γE
A2

= Pr

⎧
⎨

⎩
φ (NR − 2) vA

φ (NR−2) vB +2 (1−φ) vE + 2(NR−2)σ2
E

PRβRE

> x

⎫
⎬

⎭

= Pr
{

vA >

(
vB +

2 (1 − φ) vE

φ (NR − 2)
+

2σ2
E

φPRβRE

)
x

}

= EvE ,vB

[
exp

(
−
(

vB +
2 (1−φ) vE

φ (NR − 2)
+

2σ2
E

φPRβRE

)
x

)]

=
∫ ∞

0

∫ ∞

0

exp
(
−
(

vB +
2 (1−φ) vE

φ (NR−2)
+

2σ2
E

φPRβRE

)
x

)

×(vE)NR−3 exp (−vE)
(NR − 3)!

exp (−vB) dvEdvB

=
exp

(
− 2σ2

E

φPRβRE
x
)

(
1 + 2(1−φ)

φ(NR−2)x
)2−NR

(x + 1)−1
(82)

where the double integral is solved by using the formulas
[53, eq. (3.381.3)] and [53, eq. (3.310)]. With (82), the ergodic
rate of sA2 at the eavesdropper can be derived as
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(83)

where (83) is obtained by using the partial-fraction expansion
[54, appendix], and Ωi

A2 and Ψi
A2 are given in (45) and (46),

respectively. By applying [53, eq. (3.353.2)] to the integral
parts in (83), we finally obtain (44).
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